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<e#oA>We
 Qe2ert7e#e44: 5' t7e co'te%t of 'at1ra# 87e'o.e'a #5Be CDE4 a6'o4t5c54. ca' 5t4e#f 

<eco.e (o6.a 5f 'ot 81t to t7e te4t: A75c7 reK15re4 a(o8t5'6 a rea#54t 4ta'ce at #ea4t 

5'4tr1.e'ta##y or L4trate65ca##y:M a'( 4ee5'6 A7at 7a88e'4>X]
 H754 ?14t5f5e4 act5'6 */ &1 t7e CDE 54 

B'oAa<#e: A75#e reco6'5;5'6 t7at 5t .567t 1#t5.ate#y e%cee( 71.a' 6ra48>  

5r"#in' 1ur >'n"rance  

E1r ar61.e't 54 t7at CDE 56'ora'ce 54 8o#5t5ca# rat7er t7a' 4c5e't5f5c> Ho .ot52ate t754 

ar61.e't: 7oAe2er: Ae f5r4t 'ee( to cr5t5K1e CDE L4Be8t5c54.M a4 4c5e'ce>XT
 Sc5e'ce (er52e4 5t4 

a1t7or5ty fro. 5t4 c#a5. to (54co2er: <efore 8o#5t5c4: o<?ect52e fact4 a<o1t t7e Aor#(> S5'ce to(ay 

t7e4e 81tat52e fact4 5'c#1(e t7at CDE4 are 'ot GH4: Ae 7a2e to 47oA t7at t754 fact 54 'ot act1a##y 

4c5e't5f5c> *e co'45(er 2ery <r5ef#y t7e 4tro'6e4t ar61.e't4 for CDE 4Be8t5c54. a'( 47oA t7at 

                                                 

Wf cf> \e''ett: !"# J,7"*,)=#,) '1 2':#., K&1#S a'( 3ar61er5te da ba;e: LH7e G'co1'ter <etAee' *o'(er a'( 

Ie'ero45ty:M A08*)&* Ta ^W]]W`P TOTe> 

We [or8ora: L3et7o(o#o65ca# "t7e54.MS a'( S2e' ,o4e'Bra';: L"6'o4t5c54. a4 a H75r( Sta'ce:M 2&,: TT_ ^W]]a`P 

ccOT]Y> 

X] Iayatr5 b7aBra2orty S852aB: L@' a *or(P @'ter25eA:M 5' %9)/&:# &, )"# !#*7"&,3 2*7"&,# ^do'(o'P ,o1t#e(6e: 

TeeX`: TOWY> 

XT H7e A5(e#y 14e( 87ra4e 54 .54#ea(5'6: 7oAe2er: <eca14e L4Be8t5c54.M 47o1#( 5.8#y (o1<t <1t o8e''e44: A7erea4 

5' CDE (54co1r4e 5t 7a4 <ee' (efor.e( 5'to 8o45t52e (e'5a#> 



 

'o'e ?14t5f5e4 re?ect5o' of t7e GH 7y8ot7e454 ^GHU`> @'(ee(: t7ey (o 'ot co.e c#o4e>XW
 @t 54 ,') 

B'oA': 4c5e't5f5ca##y: t7at CDE4 are 'ot GH4: a'( to re?ect t7e GHU 54 t7erefore to r54B a Hy8e @@ 

error 5' 4tat54t5c4: or re?ect5'6 a tr1e e%8#a'at5o'> Ef co1r4e: t754 (oe4 'ot .ea' t7at CDE4 are 

GH4: e5t7er ^5'25t5'6 a Hy8e @ error`: <1t 5t 475ft4 t7e <1r(e' of 8roof o'to 4Be8t5c4 to 47oA t7at a 

Hy8e @@ error 7a4 'ot <ee' .a(e>XX
 H7e CDE ta<oo 54 t7e' 81;;#5'6: a'( o8e' to 8o#5t5ca# cr5t5K1e>  

?9here is @" A#idenceB  

Gc7o5'6 U1.eh4 (54c1445o' of .5rac#e4: bar# Sa6a' o'ce 4a5( a<o1t CDE4 t7at 

Le%traor(5'ary c#a5.4 reK15re e%traor(5'ary e25(e'ce:M a'( t7e e.85r5ca# e25(e'ce for t7e GHU 54 

certa5'#y 'ot t7at> @f t7ere 54 a'y GH 456'a# 5' t7e 'o54e of CDE re8ort4 5t 54 2ery AeaB> UoAe2er: 

4o.e e25(e'ce Aarra't4 rea4o'a<#e (o1<t>  

I"0/&7*< #-&:#,7#> C41a##y t7e f5r4t o<?ect5o' to t7e GHU 54 t7e #acB of (5rect 87y45ca# 

e25(e'ce of a#5e' 8re4e'ce> So.e GH <e#5e2er4 co'te4t t754: c#a5.5'6 t7at t7e C>S> 6o2er'.e't 54 

75(5'6 ArecBa6e fro. a TeYa cra47 at ,o4Ae##: QeA 3e%5co: <1t 41c7 c#a5.4 are <a4e( o' 

co'485racy t7eor5e4 t7at Ae 47a## 4et a45(e 7ere> Qot <eca14e t7ey are 'ece44ar5#y Aro'6 ^a#t7o167 

t7ey ca''ot <e fa#45f5e( 5' t7e 8re4e't co'te%t of CDE 4ecrecy`: <1t <eca14e #5Be CDE 4Be8t5c54. 

t7ey are a't7ro8oce'tr5c: o'#y 'oA *e B'oA t7at CDE4 *.# GH4 <1t LH7eyM ^t7e 6o2er'.e't` 

are'ht te##5'6> S1c7 a' a441.8t5o' #ea(4 cr5t5K1e toAar( 5441e4 of off5c5a# 4ecrecy a'( aAay fro. 

t7e a<4e'ce of 4y4te.at5c 4t1(y: A75c7 54 t7e rea# 81;;#e> @' o1r 25eA 4ecrecy 54 a 4y.8to. of t7e 

CDE ta<oo: 'ot 5t4 7eart>  

*75#e t7ere 54 'o (5rect 87y45ca# e25(e'ce for t7e GHU: 7oAe2er: t7ere 54 co'45(era<#e 

&,(5rect 87y45ca# e25(e'ce for 5t: 5' t7e for. of CDE a'o.a#5e4 t7at #acB a88are't co'2e't5o'a# 

e%8#a'at5o'4Na'( for A75c7 GH4 are t7erefore o'e 8o445<5#5ty>XY
 H7e4e a'o.a#5e4 taBe fo1r 

                                                 

XW See e48ec5a##y JacK1e4 ja##ee a'( Ja'5'e ja##ee: H"*<<#,3# )' (7&#,7#C !"# +5% J,&3=* ^b75ca6oP Ue'ry 

,e6'ery: Te__`S 3c0o'a#(: LSc5e'ce 5' 0efa1#tMS Uy'eB: !"# +5% J68#.&#,7#S a'( 35c7ae# SAor(4: LSc5e'ce a'( 

t7e G%traterre4tr5a# Uy8ot7e454 5' Cfo#o6y:M ?'9.,*< '1 +5% ()9:&#/ T ^Tefe`P _aOT]W> 

XX cf> Jo7' de.o'4: gr54t5' S7ra(erODrec7ette: a'( bar# bra'or: LH7e [reca1t5o'ary [r5'c58#eP Sc5e't5f5c C'certa5'ty 

a'( Hy8e @ a'( Hy8e @@ Grror4:M 5'9,:*)&',/ '1 (7&#,7# W ^Teea`P W]aOX_> 

XY @##o<ra'( 2o' d1(A56er: B#/) +5% H*/#/PJ9.'8# ^da4 je6a4: QjP Qat5o'a# @'4t5t1te for 054co2ery Sc5e'ce: 

Teef`S a'( [eter St1rrocB: !"# +5% J,&3=* ^QeA ForBP *ar'er \ooB4: Teee`> 



 

for.4P 6ro1'( trace4: e#ectroO.a6'et5c 5'terfere'ce A5t7 a5rcraft a'( .otor 2e75c#e4: 87oto6ra874 

a'( 25(eo4: a'( ra(ar 4567t5'64 #5Be t7e \e#65a' DOT_ ca4e> S1c7 a'o.a#5e4 ca''ot <e (54.544e( 

45.8#y <eca14e t7ey are o'#y 5'(5rect e25(e'ce for GH4: 45'ce 4c5e'ce re#5e4 7ea25#y o' 41c7 

e25(e'ce: a4 5' t7e rece't (54co2ery of o2er X]] e%traO4o#ar 8#a'et4 ^a'( co1't5'6`>Xc
 Dor 5f CDE 

a'o.a#5e4 are 'ot 8ote't5a##y GH4: A7at e#4e are t7eyV  

!#/)&=',&*< #-&:#,7#> 3o4t CDE re8ort4 co'454t 8r5.ar5#y of eyeA5t'e44 te4t5.o'y> 

"#t7o167 a## o<4er2at5o' 54 5' a 4e'4e te4t5.o'5a#: <y 5t4e#f te4t5.o'y ca''ot 6ro1'( a 4c5e't5f5c 

c#a5. 1'#e44 5t ca' <e re8#5cate( 5'(e8e'(e't#y: A75c7 CDE te4t5.o'y ca''ot> S1c7 te4t5.o'y 54 

8ro<#e.at5c 5' ot7er re48ect4 a4 Ae##> @t re8ort4 4ee.5'6#y 5.8o445<#e t75'64: .1c7 54 of 8oor 

K1a#5ty: A5t'e44e4 .ay 7a2e 5'ce't52e4 to #5e: 7o'e4t o<4er2er4 .ay #acB B'oA#e(6e: a'( e2e' 

e%8ert4 ca' .aBe .54taBe4> @' 25eA of t7e4e 8ro<#e.4 4Be8t5c4 (54.544 CDE te4t5.o'y a4 

.ea'5'6#e44>  

[ro<#e.4 'otA5t74ta'(5'6: t754 co'c#145o' 54 1'Aarra'te(> D5r4t: te4t5.o'y 47o1#( 'ot <e 

(54.544e( #567t#y: 45'ce 'o'e of 14 ca' 2er5fy for o1r4e#2e4 e2e' a fract5o' of t7e B'oA#e(6e Ae 

taBe for 6ra'te(>X_
 @' <ot7 #aA a'( 4oc5a# 4c5e'ce: te4t5.o'y 7a4 co'45(era<#e e854te.5c Ae567t 5' 

(eter.5'5'6 t7e fact4> *75#e 4o.et5.e4 Aro'6: 652e' 5t4 5.8orta'ce 5' 4oc5ety: te4t5.o'y 54 

re?ecte( o'#y 5f t7ere are 4tro'6 rea4o'4 to (o 4o> Seco'(: t7ere 54 a 2ery #ar6e 2o#1.e of CDE 

te4t5.o'y: A5t7 4o.e e2e't4 A5t'e44e( <y #5tera##y t7o14a'(4 of 8eo8#e> H75r(: 4o.e of t7e4e 

8eo8#e Aere Le%8ert A5t'e44e4M Nc525#5a' a'( .5#5tary 85#ot4: a5r traff5c co'tro##er4: a4tro'a1t4: 

a4tro'o.er4: a'( ot7er 4c5e't54t4> D5'a##y: 4o.e of t754 te4t5.o'y 54 corro<orate( <y 87y45ca# 

e25(e'ce: a4 5' Lra(arR2541a#M ca4e4>  

@' 47ort: t7e e.85r5ca# e25(e'ce a#o'e (oe4 'ot Aarra't re?ect5'6 t7e GHU> @t (oe4 'ot 

Aarra't acce8ta'ce e5t7er: <1t t754 4et4 t7e <ar too 7567> H7e K1e4t5o' to(ay 54 'ot L"re CDE4 

GH4VM <1t L@4 t7ere e'o167 e25(e'ce t7ey =&3") <e to Aarra't 4y4te.at5c 4t1(yVM \y (e.a'(5'6 

8roof of GH4 f5r4t: 4Be8t5c4 forec#o4e t7e K1e4t5o' a#to6et7er> 

                                                 

Xc [eter go44o: L0etect5'6 G%tra4o#ar [#a'et4:M ()9:&#/ &, A&/)'.0 *,: I"&<'/'8"0 '1 (7&#,7# Xa ^W]]_`P WWYOX_> 

X_ [eter d58to': LH7e G854te.o#o6y of He4t5.o'y:M ()9:&#/ &, A&/)'.0 *,: I"&<'/'8"0 '1 (7&#,7# We ^Teef`P TOXT> 



 

?>) CanD) Be 9rueB  

I52e' t7e 5'co'c#1452e'e44 of t7e e.85r5ca# recor(: CDE 4Be8t5c54. 1#t5.ate#y re4t4 o' a' 

* 8.&'.& t7eoret5ca# co'25ct5o' t7at GH 2545tat5o' 54 5.8o445<#eP L@t ca'ht <e tr1e: t7erefore 5t 54'ht>M 

SBe8t5c4 offer fo1r .a5' ar61.e't4 to t754 effect>  

WE# *.# *<',#>M [75#o4o87er4 7a2e #o'6 (e<ate( A7et7er #5fe e%54t4 <eyo'( Gart7:Xa
 <1t 

t7e (e<ate 7a4 #ate#y 5'te'45f5e( 5' re48o'4e to e.85r5ca# (54co2er5e4 #5Be e%traO4o#ar 8#a'et4: 

Aater o' 3ar4: a'( Le%tre.o875#eM or6a'54.4 <acB 7o.e> " t7r525'6 (54c58#5'e of a4tro<5o#o6y 

7a4 e.er6e(: a'( t7e 25eA t7at #5fe e%54t4 e#4eA7ere 4ee.4 8o54e( to <eco.e 4c5e't5f5c 

ort7o(o%y> UoAe2er: t754 (oe4 'ot .ea' t7at ^A7at 71.a'4 co'45(er` &,)#<<&3#,) #5fe e%54t4> H7e 

o'#y e25(e'ce of t7at: 71.a' <e5'64: 8ro2e4 .ere#y t7at 5'te##56e'ce #5Be o1r4 54 8o445<#e: 'ot 

8ro<a<#e> H7e 0arA5'5a' L,are Gart7 7y8ot7e454M 7o#(4 t7at <eca14e e2o#1t5o' 54 a co't5'6e't 

8roce44: 71.a' 5'te##56e'ce 54 a ra'(o. acc5(e't: a'( t7e c7a'ce4 of f5'(5'6 5t e#4eA7ere are 

t7erefore e44e't5a##y ;ero>Xf
  

H754 54 a 4er5o14 ar61.e't: <1t t7ere 54 a 4er5o14 ar61.e't o' t7e ot7er 45(e too: 6o5'6 o' 

A5t75' e2o#1t5o'ary t7eory 5t4e#f: A7ere t7e 'eoO0arA5'5a' ort7o(o%y 54 to(ay <e5'6 c7a##e'6e( 

<y co.8#e%5ty t7eor54t4>Xe
 ,at7er t7a' co't5'6e'cy a'( ra'(o.'e44: co.8#e%5ty t7eory 7567#567t4 

8roce44e4 of 4e#for6a'5;at5o' 5' Qat1re A75c7 te'( toAar( .ore co.8#e% or6a'54.4> @f t7e L#aA 

of 5'crea45'6 co.8#e%5tyM 54 correct t7e' 5'te##56e't #5fe .567t act1a##y <e co..o' 5' t7e 

1'52er4e> G5t7er Aay: to(ay 5t 54 45.8#y 'ot B'oA'>  

L!"#0 7*,X) 3#) "#.#>M G2e' 5f 5'te##56e't #5fe 54 co..o': 4Be8t5c4 ar61e 5t 54 too far aAay 

to 6et 7ere> ,e#at525ty t7eory 4ay4 'ot75'6 ca' tra2e# fa4ter t7a' t7e 48ee( of #567t ^Tf_:]]] .5#e4 

8er 4eco'(`> doAer 48ee(4 5.8o4e a te.8ora# co'4tra5't o' GH 2545tat5o'P at >]]T 8erce't of #567t 

48ee(: or __:e_] .5#e4 8er 7o1rNa#rea(y far <eyo'( c1rre't 71.a' ca8a<5#5t5e4N5t Ao1#( taBe 

Y:c]] Gart7 year4 for GH4 to arr52e fro. t7e 'eare4t 4tar> U567er 48ee(4: 5' t1r': 5.8o4e a co4t 

                                                 

Xa 35c7ae# broAe: !"# J6).*)#..#/).&*< K&1# Q#;*)#D 1Z[\-1^\\ ^ba.<r5(6e: CgP ba.<r5(6e C'52er45ty [re44: 

Teff`> 

Xf [eter *ar( a'( 0a25( \roA'#ee: @*.# J*.)" ^QeA ForBP bo8er'5c14 \ooB4: W]]]`> 

Xe St1art ga1ff.a': >) A'=# &, )"# +,&-#./# ^E%for(: CgP E%for( C'52er45ty [re44: Teec`> 



 

a'( e'er6y co'4tra5'tP to a88ro%5.ate #567t 48ee( a 48ace4758 Ao1#( 'ee( to 14e .ore e'er6y 

t7a' 54 8re4e't#y co'41.e( 5' a' e't5re year o' Gart7>  

[7y45ca# co'4tra5't4 o' 5'terO4te##ar tra2e# are ofte' 4ee' a4 t7e 1#t5.ate rea4o' to re?ect 

t7e GHU: <1t are t7ey (ec5452eV bo.81ter 45.1#at5o'4 4166e4t t7at e2e' at 48ee(4 Ae## <e#oA 

#567t t7e co#o'5;at5o' Aa2eOfro't4 of a'y e%8a'(5'6 GH c525#5;at5o'4 47o1#( 7a2e reac7e( Gart7 

#o'6 a6o>Y]
 UoA #o'6 a6o (e8e'(4 o' A7at a441.8t5o'4 are .a(e: <1t e2e' 8e445.54t5c o'e4 y5e#( 

GH e'co1'ter4 A5t7 Gart7 A5t75' T]] .5##5o' year4: <are#y a <#58 5' co4.5c ter.4> @' 47ort: GH4 

/"'9<: <e 7ere: A75c7 8ro.8t4 t7e fa.o14 LDer.5 [ara(o%:M L*7ere are H7eyVMYT
  

"((5t5o'a##y: t7ere are 6roA5'6: 5f 4t5## 7567#y 48ec1#at52e: (o1<t4 t7at t7e 48ee( of #567t 54 

tr1#y a' a<4o#1te <arr5er>YW
 *or.7o#e4Nt7e.4e#2e4 8re(5cte( <y re#at525ty t7eoryNare t1''e#4 

t7ro167 48aceOt5.e t7at Ao1#( 5..e'4e#y 47orte' t7e (54ta'ce4 <etAee' 4tar4> "'( t7e' t7ere 54 

t7e 8o445<5#5ty of LAar8 (r52e:M or e'65'eer5'6 t7e 2ac11. aro1'( a 48ace4758: e'a<#5'6 5t to 4B58 

o2er 48ace A5t7o1t t5.e (5#at5o'>YX
 S8ec1#at52e a4 t7e4e 5(ea4 are: t7e5r 4c5e't5f5c <a454 54 

41ff5c5e't#y 4o1'( t7at re4earc7 54 c1rre't#y <e5'6 f1'(e( t7ro167 t7e L\reaBt7ro167 [ro81#45o' 

[ro6ra.M at Q"S"> H7ey .ay 8ro2e to <e Aro'6 or <eyo'( 71.a' ca8ac5ty> \1t 5f 71.a'4 are 

5.a65'5'6 t7e. ?14t X]] year4 fro. o1r 4c5e't5f5c re2o#1t5o': A7at .567t GH4 X:]]] year4: .1c7 

#e44 X:]]]:]]]: fro. t7e5r4 <e 5.a65'5'6V  

L!"#0 T'9<: <*,: ', )"# E"&)# A'9/# <*T,>M @f GH4 ca.e a## t754 Aay to 4ee 14: A7y 

(o'ht t7ey #a'( o' t7e *75te Uo14e #aA' a'( 5'tro(1ce t7e.4e#2e4V "fter a##: 5f 71.a'4 

e'co1'ter 5'te##56e't #5fe 5' o1r oA' 48ace e%8#orat5o': t7ath4 A7at T# Ao1#( (o> E' t754 25eA: 

t7e fact t7at GH4 7a2e 'ot 54 e25(e'ce t7ey are 'ot 7ere> \1t 54 5tV "6a5' t7ere 54 (e<ate> H7e 

Le.<ar6oM or L;oo 7y8ot7e454M 4166e4t4 t7at GH4 .567t 7a2e K1ara't5'e( Gart7 a4 a A5#(#5fe 

                                                 

Y] 3arty' Do66: LHe.8ora# "48ect4 of t7e @'teract5o' ".o'6 t7e D5r4t Ia#act5c b525#5;at5o'4:M F7*.9/ _e ^Tefa`P 

Xa]OfY> 

YT Ste87e' *e<<: E"#.# &/ J-#.0;':0M ^QeA ForBP bo8er'5c14 \ooB4: W]]W`> 

YW J> 0ear(orff: \> Ua54c7: \> 3acca<ee: a'( U> G> [1t7off: L@'f#at5o'OH7eory @.8#5cat5o'4 for G%traterre4tr5a# 

j545tat5o':M ?'9.,*< '1 )"# B.&)&/" F,)#.8<*,#)*.0 ('7&#)0 cf ^W]]c`P YXOc]> 

YX U> G> [1t7off: S> ,> d5tt#e: a'( 3> @<54o': LG'65'eer5'6 t7e meroO[o5't D5e#( a'( [o#ar5;a<#e jac11. for 

@'ter4te##ar D#567t:M ?'9.,*< '1 )"# B.&)&/" F,)#.8<*,#)*.0 ('7&#)0 cc ^W]]W`P TXaOYY> 



 

8re4er2e>YY
 Er: GH4 .567t <e 5'tere4te( 5' co'tact: <1t Aa't 71.a'4 to (54co2er t7e5r 8re4e'ce 

o1r4e#2e4 to a2ert a 25o#e't 47ocB to o1r c525#5;at5o'> D5'a##y: e2e' 71.a'4 .567t 'ot #a'( o' t7e 

*75te Uo14e #aA'> @' t7e 8o81#ar 4c5e'ce f5ct5o' 47oA ()*. !.#RD t7e De(erat5o' .a5'ta5'4 a 

8o#5cy of L'o'O5'terfere'ceM toAar( #oAer #5fe for.4S .567t 'ot rea# 48aceOfar5'6 71.a'4 a(o8t a 

45.5#ar 8o#5cyV *7ate2er t7e a'4Aer: (e<ate4 a<o1t GH 5'te't5o'4 7a2e 'o 4c5e't5f5c <a454>  

LE# T'9<: R,'T>M H7e #a4t 4Be8t5ca# ar61.e't 54 a' a88ea# to 71.a' a1t7or5tyP A5t7 5t4 

8a'o8t5c 41r2e5##a'ce of t7e 4B5e4 t7e .o(er' 4tate Ao1#( B'oA <y 'oA 5f GH4 Aere 7ere> Ef 

co1r4e: co'485racy t7eor54t4 t75'B t7e 4tate (oe4 B'oA: <1t t7ere 54 'o 'ee( to e.<race t754 

(e<ata<#e 8ro8o45t5o' to ca## t7e 4Be8t5ca# ar61.e't 5'to K1e4t5o'> D5r4t: 4Be8t5c54. a441.e4 a' 
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4o2ere56'ty: A75c7 are f1'(a.e'ta##y a't7ro8oce'tr5c>cY
 \eca14e t7e co'te.8orary ca8ac5ty to 

co..a'( 8o#5t5ca# #oya#ty a'( re4o1rce4 (e8e'(4 18o' 5t: t7e a441.8t5o' of a't7ro8oce'tr54. 

.14t <e 1'K1e4t5o'e( 5f .o(er' r1#e 54 to <e 414ta5'e( a4 a 8o#5t5ca# 8ro?ect> "4 a co'(5t5o' of 

t7e5r oA' 4o2ere56'ty: t7erefore: <efore .o(er' 4tate4 ca' (ea# A5t7 t7reat4 to t7e5r 87y45ca# a'( 

o'to#o65ca# 4ec1r5ty: t7ey .14t f5r4t 4ec1re t754 .eta87y45c>  

UoA 54 t754 (o'eV So2ere56' (ec545o' 54 'o 7e#8: 45'ce .o(er' 4o2ere56'ty ca' o'#y 

5'4ta't5ate a' a't7ro8oce'tr5c .eta87y45c: 'ot 4te8 o1t45(e to (ec5(e t7e e%ce8t5o' to 5t> So 7ere 

.o(er' 4o2ere56'ty .14t 652e Aay to 6o2er'.e'ta#5ty: or a1t7or5tat52e 8roce(1re4 to .aBe 

a't7ro8oce'tr54. LB'oA'M a4 fact> @' co'tra4t to 8a4t 8roce44e4 of 'or.a#5;at5o' 5' A75c7 t7e 

2545o'4 of 47a.a'4 or 4eer4 Aere taBe' to <e a1t7or5tat52e: t7e 4ta'(ar(4 of B'oA#e(6e 5' .o(er' 

6o2er'.e'ta#5ty are 8r5.ar5#y 4c5e't5f5c> H714: 45'ce t7ere 54 'o 4c5e't5f5c e25(e'ce for .5rac#e4: 

5t 54 B'oA' t7at Io( (oe4 'ot 5'ter2e'e 5' t7e .ater5a# Aor#(> S5.5#ar#y: 45'ce t7ere 54 'o 

e25(e'ce Qat1re 7a4 41<?ect525ty: 5t 54 B'oA' 'ot to> "'t7ro8oce'tr54. A5## <e 4ec1re 1't5# 

4c5e't5f5c e25(e'ce to t7e co'trary co.e4 a#o'6>  

"' 1'B'oA' t7at 5'cor8orate4 t7e 8o445<5#5ty of GH4 co'fo1'(4 t754 .eta87y45ca# 

certa5'ty: creat5'6 a 45t1at5o' 5' A75c7 5t4 4tat14 a4 e%ce8t5o' ca''ot <e (ec5(e(> *e (e2e#o8 t754 

                                                                                                                                                              
F,)#.,*)&',*< @#<*)&',/ TW ^W]]_`P XYTOa]> 

cY @' 1fo#o6y: t754 54 B'oA' a4 t7e Lo'to#o65ca# 47ocBM ar61.e'tS Ae 8refer L.eta87y45ca#M to 7567#567t t7e Aay4 5' 

A75c7 t7e CDE 54 8re4e'te( A5t75' .o(er' (54co1r4e a4 a' a#.o4t 418er'at1ra# 87e'o.e'o'> 



 

4166e4t5o' 145'6 0err5(ah4 co'ce8t of L1'(ec5(a<5#5ty:Mcc
 A75#e ar615'6 t7at t7e 8art5c1#ar for. 

1'(ec5(a<5#5ty taBe4 5' t7e CDE ca4e (54r18t4 5t4 141a# o8erat5o'>  

So.et75'6 54 1'(ec5(a<#e A7e' 5t L(oe4 'ot co'for. to e5t7er 8o#ar5ty of a (5c7oto.y: 

^for e%a.8#e: 8re4e'tRa<4e't: c1reR8o54o': a'( 5'45(eRo1t45(e`:M <1t 54 <ot7 at o'ce>c_
 [er7a84 

co'f145'6#y: 1'(ec5(a<5#5ty (oe4 'ot .ea' a (ec545o' ca''ot <e .a(e: <1t t7at a (ec545o' o' 

A75c7 45(e of t7e <5'ary a' 1'(ec5(a<#e <e#o'64 54 7'=8#<<#:V C'(ec5(a<5#5ty 54 a Lco'(5t5o' 

fro. A75c7 'o co1r4e of act5o' 'ece44ar5#y fo##oA4:Mca
 yet A75c7 reK15re4 a (ec545o' to re4o#2e 

o4c5##at5o' <etAee' (5c7oto.o14 8o#e4> H7e CDE 54 1'(ec5(a<#e 5' t754 4e'4e: a'( t714 co.8e#4 

(ec545o'>  

UoAe2er: to L(ec5(eM a' e%ce8t5o' 5t Ao1#( 4ee. 'ece44ary for t7e 4o2ere56' f5r4t to 

acB'oA#e(6e t7e e%54te'ce of a (54t1r<a'ce 5' 5t4 f5e#( of 2545<5#5ty a'( try to (eter.5'e A7at t7e 

(54t1r<a'ce 54> L0ec545o':M 5' ot7er Aor(4: 4166e4t4 a' effort to R,'T 8ote't5a# t7reat4 rat7er t7a' 

.ere#y ree'act t7e 'or.: 5f o'#y to .aBe <etter (ec545o'4Nyet 4tate4 7a2e .a(e 'o .ea'5'6f1# 

effort to B'oA t7e CDE> 054t1r<a'ce4 .ay <e acB'oA#e(6e(: <1t t7e' 4tate4 7a2e .o4t#y a<?1re( 

a 4c5e't5f5c 4ta'(8o5't 5' fa2or of 81<#5c re#at5o'4 o' <e7a#f of t7e e4ta<#547e( re65.e of tr1t7: reO

aff5r.5'6 t7at *e a#rea(y B'oA A7at t7e4e ^1'5(e't5f5e(` o<?ect4 are ^'ot`> H7e effect 54 to 

co'4t5t1te t7e CDE a4 1'Oe%ce8t5o'a#: <1t 'ot <y L(ec5(5'6>Mcf
  

H754 4166e4t4 t7at Ae 'ee( to #ooB .ore c#o4e#y at t7e .o.e't of tra'45t5o' fro. 

1'(ec5(a<5#5ty to t7e (ec545o': or A7at 0err5(a ca##4 t7e L#o65c of t7e 8a#54a(e:Mce
 A75c7 5' t754 

ca4e (oe4 'ot 4ee. to <e a1to.at5c> 3ore 48ec5f5ca##y: Ae 8ro8o4e t7at t7e CDE co.8e#4 a 

(ec545o' t7at: <y t7e .o(er' 4o2ere56' at #ea4t: ca''ot <e .a(e> H7e rea4o' 54 t7e 8art5c1#ar 

                                                 

cc JacK1e4 0err5(a: L[#atoh4 [7ar.acy:M 5' Q&//#=&,*)&',D tra'4> \> Jo7'4o' ^b75ca6oP C'52er45ty of b75ca6o [re44: 

TefT`: _XOTaT> 

c_ JacB ,ey'o#(4: LUa<5t1a#5ty a'( C'(ec5(a<5#5tyP" bo.8ar54o' of 3er#ea1O[o'ty a'( 0err5(a o' t7e 0ec545o':M 

F,)#.,*)&',*< ?'9.,*< '1 I"&<'/'8"&7*< ()9:&#/ T] ^W]]W`P YYeO__: at Yc]> 

ca "#etta Qor2a#: LUe6e.o'y after 0eco'4tr1ct5o'P H7e bo'4eK1e'ce4 of C'(ec5(a<5#5ty:M ?'9.,*< '1 I'<&)&7*< 

F:#'<'3&#/ e ^W]]Y`P TXeOca: at TYX: K1ot5'6 Gr'e4to dac#a1> 

cf Uere t7ere 54 a (5rect co'tra4t A5t7 co'485racy t7eor5e4: A75c7 a441.e t7at a (ec545o' 7a4 <ee' .a(e> @f 4o: t7e' 

t754 8art of o1r ar61.e't 54 Aro'6: a#t7o167 o'e .567t t7e' fa5r#y a4B A7y t7e (ec545o' Aa4 Be8t 4ecret> 



 

c7aracter of t7e CDEh4 1'(ec5(a<5#5ty: at o'ce 8ote't5a##y o<?ect52e a'( 41<?ect52e: eac7 8o#e of 

A75c7 8o4e4 a .eta87y45ca# c7a##e'6e to a't7ro8oce'tr5c r1#e>  

E' t7e o'e 7a'(: CDE4 a88ear 5'(ee( to <e o<?ect4: 'ot 'ece44ar5#y 5' t7e 'arroA 4e'4e of 

4o.et75'6 7ar( a'( ta'65<#e: <1t 5' t7e <roa(er 4e'4e of 'at1ra# 8roce44e4 t7at 8ro(1ce 87y45ca# 

effect4> H7e effect4 are 41<t#e a'( e#1452e: A75c7 .ea'4 t7at CDE4 are 'ot 1'a.<561o14#y 

o<?ect4: <1t ra(ar a'o.a#5e4 a'( ot7er 87y45ca# trace4 4166e4t 4o.et75'6 o<?ect52e 54 6o5'6 o'>  

"4 1'5(e't5f5e( o<?ect t7e CDE 8o4e4 a t7reat of 1'B'oAa<5#5ty to 4c5e'ce: 18o' A75c7 

.o(er' 4o2ere56'ty (e8e'(4> Ef co1r4e: t7ere are .a'y t75'64 4c5e'ce (oe4 'ot B'oA: #5Be t7e 

c1re for ca'cer: <1t 5t4 a1t7or5ty re4t4 o' t7e a441.8t5o' t7at 'ot75'6 5' Qat1re 54 5' 8r5'c58#e 

1'B'oAa<#e> CDE4 c7a##e'6e .o(er' 4c5e'ce 5' tAo Aay4P ^T` t7ey a88ear ra'(o. a'( 

1'4y4te.at5c: .aB5'6 t7e. (5ff5c1#t to 6ra48 o<?ect52e#yS a'( ^W` 4o.e a88ear to 25o#ate t7e #aA4 

of 87y45c4 ^#5Be t7e Y]6 t1r'4 5' t7e \e#65a' DOT_ ca4e`> H754 (oe4 'ot .ea' t7at CDE4 are 5' fact 

71.a'#y 1'B'oAa<#e: <1t t7ey .567t <e: a'( 5' t7at re48ect t7ey 7a1't .o(er' 4o2ere56'ty A5t7 

t7e 8o445<5#5ty of e854te.5c fa5#1re> Ho 4ee 7oA t754 .567t <e 1'5K1e#y t7reate'5'6 5t 54 14ef1# to 

co.8are t7e CDE to t7ree ot7er ca4e4 of A7at .567t <e 4ee' a4 1'B'oAa<5#5ty>  

E'e 54 t7e Ue54e'<er6 C'certa5'ty [r5'c58#e 5' K1a't1. t7eory: A75c7 acB'oA#e(6e4 

5'7ere't #5.5t4 o' t7e a<5#5ty to B'oA 41<Oato.5c rea#5ty> S5'ce t7e C'certa5'ty [r5'c58#e 7a4 'ot 

4to88e( 87y45c54t4 fro. (o5'6 87y45c4: t754 .567t 4ee. to 1'(er.5'e o1r c#a5. t7at 8ote't5a# 

1'B'oAa<5#5ty 8rec#1(e4 a (ec545o' o' t7e CDE a4 o<?ect> Fet: t7ere are B'oA' 1'B'oA'4 a'( 

1'B'oA' 1'B'oA'4: a'( 7ere t7e tAo ca4e4 (5ffer> o1a't1. .ec7a'5c4 e.er6e( 5' a 7567#y 

4tr1ct1re( co'te%t of e%ta't t7eory a'( e4ta<#547e( e%8er5.e'ta# re41#t4: a'( 54 a 4y4te.at5c <o(y 

of B'oA#e(6e t7at e'a<#e4 87y45c54t4 to .a'581#ate rea#5ty A5t7 e%traor(5'ary 8rec545o'> *5t7 

K1a't1. t7eory Ae B'oA e%act#y A7at Ae ca''ot B'oA: e'a<#5'6 5t to <e 4afe#y 5'cor8orate( 5'to 

.o(er' 4c5e'ce> H7e CDE: 5' co'tra4t: e.er6e4 5' a co'te%t free of e%ta't t7eory a'( e.85r5ca# 

re4earc7: a'( ra54e4 f1'(a.e'ta# K1e4t5o'4 a<o1t t7e 8#ace of 71.a' <e5'64 5' t7e 1'52er4e> H7at 

Ae .567t 'e2er B'oA A7at Ae ca''ot B'oA a<o1t CDE4 .aBe4 t7e5r 8ote't5a# o<?ect525ty .ore 

8ro<#e.at5c for t7e .o(er' 8ro?ect>  

                                                                                                                                                              

ce @<5(>: TYa> 



 

" (5ffere't 8ro<#e. 54 8re4e'te( <y Io(: A7o4e e%54te'ce 4c5e'ce a#4o (ec#a5.4 a<5#5ty to 

B'oA> E'ce f5erce#y co'te4te(: t7e 'ot5o' t7at Io( ca' <e B'oA' o'#y t7ro167 fa5t7 'ot rea4o' 54 

to(ay acce8te( <y re#565o14 a'( 4ec1#ar a1t7or5t5e4 a#5Be> S5'ce Io( 54 'ot 8ote't5a##y a 4c5e't5f5c 

o<?ect: 4c5e'ce (oe4 'ot co'45(er t7e K1e4t5o' to <e A5t75' 5t4 81r25eA> 35rac#e4 are reco6'5;e( 

<y t7e b71rc7: <1t t7e cr5ter5a <y A75c7 t7ey are .a(e a1t7or5tat52e are 'ot 8r5.ar5#y 4c5e't5f5c> 

CDE4: 5' co'tra4t: #ea2e 1'e%8#a5'e( 87y45ca# trace4 a'( a4 41c7 fa## (5rect#y A5t75' t7e 81r25eA 

of .o(er' 4c5e'ce>_]
 @t 54 o'e of t7e 5ro'5e4 of .o(er' r1#e t7at 5t 54 far .ore acce8ta<#e to(ay to 

aff5r. 81<#5c#y o'eh4 <e#5ef 5' Io(: for A7o4e e%54te'ce t7ere 54 'o 4c5e't5f5c e25(e'ce: t7a' 

CDE4: t7e e%54te'ce of A75c7NA7ate2er t7ey .567t <eN54 87y45ca##y (oc1.e'te(>  

[er7a84 t7e <e4t a'a#o61e to t7e e854te.5c t7reat 8o4e( <y CDE o<?ect525ty 54 e%traO

4e'4ory 8erce8t5o' or L845>M Uere Ae 7a2e a 41<t#e a'( e#1452e 87e'o.e'o' t7at .567t <e 

o<?ect52e: a'( A75c7 ra54e4 45.5#ar Aorr5e4 a<o1t 1'B'oAa<5#5ty for t7e .o(er' e854te.e>_T
 "'( 

7ere too Ae 4ee tre.e'(o14 re454ta'ce fro. t7e 4c5e't5f5c co..1'5ty to taB5'6 5t 4er5o14#y> 

Qe2ert7e#e44: a'( 5'tere4t5'6#y: 845 re4earc7 7a4 <ee' 1'(ertaBe' <y /)*)#/:_W
 4166e4t5'6 t7at 

8ote't5a# 1'B'oAa<5#5ty <y 5t4e#f (oe4 'ot 8rec#1(e 4o2ere56' (ec545o': 5f: Aere t7e 87e'o.e'o' 

to <eco.e B'oA': 5t co1#( 4er2e 71.a' 81r8o4e4>  

@'(ee(: Aere t7e CDE =#.#<0 a' o<?ect: 5t 54 7ar( to 4ee t7at 5t4 8ote't5a# 1'B'oAa<5#5ty 

Ao1#( 8rec#1(e a (ec545o' o' 5t4 4tat14 a4 e%ce8t5o'> _9* o<?ect: a'( o'#y o<?ect: t7e CDE 

t7reate'4 'e5t7er t7e 87y45ca# 'or t7e o'to#o65ca# 4ec1r5ty of .o(er' r1#e: A75c7 Ae 7a2e ar61e( 

are 'ece44ary co'(5t5o'4 for t7e .eta87y45ca# t7reat fro. CDE4 to <e rea#5;e(> ^@' t754 re48ect t7e 

CDE co'tra4t4 5'tere4t5'6#y A5t7 t7e 8o445<5#5ty of cata4tro875c a4tero5( 5.8act4: A75c7 5' fact 

7a4 <ee' rece't#y co'4t5t1te( a4 a 87y45ca# t7reat>`_X
 "4 A5t7 ot7er a'o.a#5e4 t7ere .567t <e 

                                                 

_] cf> G(Aar( \erry.a': LHaB5'6 [5ct1re4 of Je414P [ro(1c5'6 t7e 3ater5a# [re4e'ce of a 0525'e Et7er:M A9=*, 

()9:&#/ Wf ^W]]_`P YXTOcW> 

_T See ,o<ert Ja7' a'( \re'(a 01''e: LH7e [G", [ro8o45t5o':M ?'9.,*< '1 (7&#,)&1&7 J68<'.*)&', Te ^W]]c`P TecO

WYc> 

_W Dor 81r8o4e4 of e485o'a6e: <y t7e C'5te( State4 a'( So25et C'5o' (1r5'6 t7e co#( AarS ,144e## Har6 a'( Uaro#( 

[1t7off: 2&,:-@#*7" ^b7ar#otte425##e: j"P Ua.8to' ,oa(4: W]]c`> 

_X De#5c5ty 3e##or: Lbo##5(5'6 *or#(4P "4tero5( ,e4earc7 a'( t7e de65t5.5;at5o' of *ar 5' S8ace:M ('7&*< ()9:&#/ '1 

(7&#,7# Xa ^W]]a`P YeeOcXT> 



 

4oc5o#o65ca# re454ta'ce to 4ee5'6 CDE4: <1t 5f 4c5e'ce (oe4 5t4 ?o< 8ro8er#y: t7e re454ta'ce 47o1#( 

<reaB (oA' a'( a 4er5o14 effort to 5(e't5fy CDE4 e2e't1a##y 1'(ertaBe'>  

C'#5Be 4o.e o<?ect4: 7oAe2er: t7e CDE .567t a#4o 7a2e 41<?ect525ty ^GH4`> @' 5t4e#f 'o'O

71.a' 41<?ect525ty 'ee( 'ot <e a 8ro<#e. for a't7ro8oce'tr5c 4o2ere56'ty> "#t7o167 .o(er'5ty 54 

co'4t5t1te( <y a 6e'era# (eOa'5.at5o' of Qat1re: (e<ate4 a<o1t a'5.a# co'4c5o14'e44 ra54e a'eA 

t7e 8o445<5#5ty t7at 41<?ect525ty 54 'ot #5.5te( to 71.a'4>_Y
 UoAe2er: A75#e 5t .ay 6e'erate 

a'%5ety:_c
 a'5.a# 41<?ect525ty (oe4 'ot t7reate' .o(er' r1#e e5t7er 87y45ca##y or o'to#o65ca##y> 

S18er5or 5'te##56e'ce e'a<#e( 71.a'4 #o'6 a6o to (o.e4t5cate a'5.a#4: e'41r5'6 t7at a'y 

41<?ect525ty t7ey .567t 7a2e A5## #5e 4afe#y L<e'eat7M 71.a' r1#e> \y 25rt1e of <e5'6 5' t7e 4o#ar 

4y4te.: 5' co'tra4t: GH4 .567t 7a2e 2a4t#y 418er5or 5'te##56e'ce: #5tera##y La<o2eM 71.a' r1#e: 

a'( t714 <e 4o2ere56' (ec5(er4 5' t7e5r oA' r567t> Ho o1r B'oA#e(6e 'o GH4 7a2e 47oA' 

t7e.4e#2e4: A75c7 .ea'4 t7e CDE 54 'ot 1'a.<561o14#y 41<?ect52e ^e5t7er`: <1t t7e fa5#1re of 

4c5e'ce to ?14t5fy r1#5'6 o1t t7e GHU #ea2e4 o8e' t7e 8o445<5#5ty: a'( t7at c#ear#y (oe4 t7reate' 

a't7ro8oce'tr54.> "4 8ote't5a# 41<?ect: t7e': t7e CDE ra(5ca##y re#at525;e4 .o(er' 4o2ere56'ty: 

(54t1r<5'6 5t4 7o.o#o6o14 c7aracter A5t7 t7e t7reat of 1'5.a65'e( 7etero6e'e5ty: t7e 4o2ere56'ty 

of t7e f1##y a#5e' ^'o'O71.a'` Et7er>  

@' 47ort: t7e CDE 8o4e4 t7reat4 to .o(er' r1#e o' <ot7 8o#e4 of t7e o<?ectp41<?ect 

(5c7oto.y t7at co'4t5t1te4 5t4 1'(ec5(a<5#5ty: .aB5'6 a (ec545o' 5' fa2or of o'e or t7e ot7er 

5'tr5'45ca##y 8ro<#e.at5c> H7e4e t7reat4 are .eta87y45ca# 5' t7e 4e'4e of ra545'6 e854te.o#o65ca# 

a'( o'to#o65ca# (o1<t4 a<o1t t7e A7o#e a't7ro8oce'tr5c 5(ea of .o(er' r1#e: 'ot ?14t 5t4 

rea#5;at5o'4 5' act1a##y e%54t5'6 4tate4Na'( 5t 54 t7e a<4o#1te taBe'Ofor6ra'te('e44 of t7at 5(ea 

18o' A75c7 t7e a<5#5ty to .o<5#5;e .o(er' 8oAer (e8e'(4> Dro. t7e 4ta'(8o5't of .o(er' r1#e: 

t7erefore: t7e t7reat of t7e CDE 54 'ot 1'#5Be t7at of t7e b7r54t5a'h4 Seco'( bo.5'6: a 8ote't5a# 

.ater5a#5;at5o' of t7e .eta87y45ca#>  

@t 54 t7e tr58#e t7reat of t7e CDE t7at e%8#a5'4 4tate4h 2ery (5ffere't re48o'4e to 5t 

co.8are( to ot7er (54r18t5o'4 of .o(er' 'or.4> \y ca##5'6 5'to K1e4t5o' t7e 2ery <a454 of t7e 

                                                 

_Y \er'ar( \aar4: LS1<?ect52e G%8er5e'ce 54 [ro<a<#y Qot d5.5te( to U1.a'4P H7e G25(e'ce fro. Qe1ro<5o#o6y a'( 

\e7a25or:M H',/7&'9/,#// *,: H'3,&)&', TY ^W]]c`P aOWT> 

_c ,ay.o'( bor<ey: !"# 2#)*8"0/&7/ '1 >8#/ ^ba.<r5(6e: CgP ba.<r5(6e C'52er45ty [re44: W]]c`> 



 

.o(er' 4o2ere56'h4 ca8ac5ty to (ec5(e 5t4 4tat14 a4 e%ce8t5o': t7e CDE ca''ot <e acB'oA#e(6e( 

a4 tr1#y 1'5(e't5f5e(N A75c7 54 to 4ay 8ote't5a##y GHNA5t7o1t ca##5'6 5'to K1e4t5o' .o(er' 
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.5rac1#o14#y to 4afe61ar( t7e 'or.: .o(er' 4o2ere56'ty 54 47oA' <y t7e CDE to <e 5t4e#f a 

'or.: of a't7ro8oce'tr54.Na'( <e75'( t754 'or. 'o f1rt7er a6e'cy 4ta'(4> @' t754 Aay t7e CDE 

e%75<5t4 'ot t7e 4ta'(ar( 1'(ec5(a<5#5ty t7at co.8e#4 a (ec545o': <1t A7at .567t <e ca##e( a 

L=#)*MO1'(ec5(a<5#5ty A75c7 8rec#1(e4 5t> H7e CDE 54 <ot7 e%ce8t5o'a# a'( 'ot (ec5(a<#e a4 

e%ce8t5o': a'( a4 a re41#t A5t7 re48ect to 5t t7e .o(er' 4o2ere56' 54 8erfor.at52e#y 5'4ec1re> H7e 

5'4ec1r5ty 54 'ot co'4c5o14: <1t o8erate4 at t7e (ee8er #e2e# of a ta<oo: 5' A75c7 certa5' 

8o445<5#5t5e4 are 1't75'Ba<#e <eca14e of t7e5r 5'7ere't (a'6er> @' t754 re48ect CDE 4Be8t5c54. 54 

aB5' to (e'5a# 5' 84yc7oa'a#y454P t7e 4o2ere56' re8re44e4 t7e CDE o1t of fear of A7at 5t Ao1#( 

re2ea# a<o1t 5t4e#f>__
 H7ere 54 t7erefore 'ot75'6 for t7e 4o2ere56' to (o <1t t1r' aAay 5t4 6a;e 

fro.Nto 56'ore: a'( 7e'ce <e 56'ora't ofNt7e CDE: .aB5'6 'o (ec545o' at a##> J14t A7e' 

'ee(e( .o4t: o' t7e 8a#54a(e4: t7e 4o2ere56' 54 'oA7ere to <e fo1'(>  

F"#ernmen)a8i)* and )he /01 9a:""  

Ho t754 8o5't Ae 7a2e co'ce'trate( o' t7e K1e4t5o' of LA7yVM t7e CDE ta<oo: 5' re48o'4e 

to A75c7 Ae 7a2e offere( a 4tr1ct1ra# a'4Aer a<o1t t7e #o65c of a't7ro8oce'tr5c 4o2ere56'ty> 

UoAe2er: t7ere 54 a 4e8arate K1e4t5o' of L7oAVM t7e ta<oo 54 8ro(1ce( a'( re8ro(1ce(: 45'ce 

4tr1ct1ra# 'ece445ty a#o'e (oe4 'ot .aBe 5t 7a88e'> @t taBe4 AorBN'ot t7e co'4c5o14 AorB of a 

2a4t co'485racy 4eeB5'6 to 4188re44 t7e tr1t7 a<o1t CDE4: <1t t7e AorB of co1't#e44 1'(5recte( 

8ract5ce4 t7at 5' t7e .o(er' Aor#( .aBe t7e CDE LB'oA'M a4 'otOGH> \r5'65'6 o1r ar61.e't f1## 

c5rc#e: t754 54 t7e AorB of .o(er' 6o2er'.e'ta#5ty: 18o' A75c7 t7e 'or.a#5;at5o' of t7e CDE 54 

t7roA' <acB <y t7e a<4e't 4o2ere56'> Fet t754 AorB too 54 8ro<#e.at5c: <eca14e .o(er' 

6o2er'.e'ta#5ty 141a##y 8rocee(4 <y .aB5'6 o<?ect4 2545<#e 4o t7ey ca' <e B'oA' a'( 

re61#ar5;e(: A75c7 5' t7e CDE ca4e Ao1#( <e 4e#fO41<2ert5'6> H714: A7at are 'ee(e( are 
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CDE a4 Lt7e ,ea#>M 



 

E'e .567t (54t5'61547 at #ea4t fo1r 41c7 tec7'5K1e4P ^T` a1t7or5tat52e re8re4e'tat5o'4: #5Be 

t7e C>S> "5r Dorceh4 c#a5. t7at CDE4 are L'ot a 'at5o'a# 4ec1r5ty t7reat:M_a
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e44e't5a##y L47oA tr5a#4M 4y4te.at5ca##y (efor.e( <y * 8.&'.& re?ect5o' of t7e GHUS_f
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4ecrecy: A75c7 Lre.o2e4 B'oA#e(6eM fro. t7e 4y4te.S_e
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t7e CDE 54 'or.a#5;e( ca' <e a (54tract5o': 45'ce 56'ora'ce 54 .1#t58#y rea#5;a<#e at t7e .5croO
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#5.5t4 of .o(er' r1#e 47o1#( <e e%8o4e(> @' t7e 8re4e't co'te%t t754 .ea'4 t7at 71.a' <e5'64 

/"'9<: try to B'oA t7e CDE> "#t7o167 Ae <e#5e2e t7e ca4e for t754 8re41.8t5o' 54 o2erO

(eter.5'e( a'( o2erA7e#.5'6: 5t 54 'ot a ca4e Ae ca' .aBe 7ere> Qe2ert7e#e44: 5t 4ee.4 
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a4 652e': 5' co'c#145o' Ae a((re44 t7e K1e4t5o' of re454ta'ce to t7e CDE ta<oo>  

H7e 4tr1ct1ra#54. of o1r ar61.e't .567t 4166e4t t7at re454ta'ce 54 f1t5#e> UoAe2er: t7e 

4tr1ct1re of t7e CDE ta<oo a#4o 7a4 a8or5a4 a'( f5441re4 t7at .aBe 5tNa'( t7e a't7ro8oce'tr5c 
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co'4t5t1t52e: 1''or.a#5;e( o1t45(e of .o(er' 4o2ere56'ty: A75c7 ca' <e 5'c#1(e( 5' a1t7or5tat52e 
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.a5'ta5'5'6 CDE 56'ora'ce> E'e 54 t7e (5ffere't B'oA#e(6e 5'tere4t4 of 4c5e'ce a'( t7e 4tate> 

*75#e t7e tAo are a#56'e( 5' a1t7or5tat52e CDE (54co1r4e: t7e 4tate 54 1#t5.ate#y 5'tere4te( 5' 

.a5'ta5'5'6 a certa5' re65.e of tr1t7 ^8art5c1#ar#y 5' t7e face of .eta87y45ca# 5'4ec1r5ty`: 

A7erea4 4c5e'ce reco6'5;e4 t7at 5t4 tr1t74 ca' o'#y <e te'tat52e> H7eory .ay <e 4t1<<or': <1t t7e 

8re41.8t5o' 5' 4c5e'ce 54 t7at rea#5ty 7a4 t7e #a4t Aor(: A75c7 create4 t7e 8o445<5#5ty of 4c5e't5f5c 

B'oA#e(6e co1'ter5'6 t7e 4tateh4 (o6.a>  

H7e ot7er f5441re 54 A5t75' #5<era#54.: t7e co'4t5t1t52e core of .o(er' 6o2er'.e'ta#5ty> 

G2e' a4 5t 8ro(1ce4 'or.a#5;e( 41<?ect4 A7o B'oA t7at L<e#5efM 5' CDE4 54 a<41r(: #5<era# 

6o2er'.e'ta#5ty ?14t5f5e4 5t4e#f a4 a (54co1r4e t7at 8ro(1ce4 freeOt75'B5'6 41<?ect4 A7o .567t 

(o1<t 5t>aW
 @t 54 5' t754 co'te%t t7at Ae Ao1#( 8#ace t7e rece't (54c#o41re <y t7e Dre'c7 6o2er'.e't 
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I52e' t7at 4ecrecy 54 o'#y a co't5'6e't feat1re of t7e CDE ta<oo: a'( t7at e2e' t7e Dre'c7 are 

4t5## far fro. 4eeB5'6 4y4te.at5c B'oA#e(6e of CDE4: t754 (54c#o41re 54 'ot 5' 5t4e#f a 4er5o14 

c7a##e'6e to o1r ar61.e't> UoAe2er: t7e Dre'c7 act5o' (oe4 5##14trate a 8ote't5a# A5t75' 

#5<era#54. to <reaB A5t7 a1t7or5tat52e co..o' 4e'4e:aY
 e2e' at t7e r54B of e%8o45'6 t7e 

fo1'(at5o'4 of .o(er' 4o2ere56'ty to 5'4ec1r5ty>  

H7e B5'( of re454ta'ce t7at ca' <e4t e%8#o5t t7e4e f5441re4 .567t <e ca##e( .5#5ta't 

a6'o4t5c54.> ,e454ta'ce .14t <e a6'o4t5c <eca14e <y t7e rea#54t 4ta'(ar(4 of .o(er'5ty: re6ar(5'6 

t7e CDERGH K1e4t5o' 'e5t7er at7e54. 'or <e#5ef 54 e854te.5ca##y ?14t5f5e(S Ae 45.8#y (o 'ot 

B'oA> bo'crete#y: a6'o4t5c54. .ea'4 L4ee5'6M rat7er t7a' 56'or5'6 t7e CDE: taB5'6 5t 4er5o14#y 
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co'te%t 4ee5'6 54 re454ta'ce> UoAe2er: re454ta'ce .14t a#4o <e .5#5ta't: <y A75c7 Ae .ea' 81<#5c 

a'( 4trate65c: or e#4e 5t A5## 5'(ee( <e f1t5#e> H7e re8ro(1ct5o' of CDE 56'ora'ce (e8e'(4 

cr1c5a##y o' t7o4e 5' 8o45t5o'4 of e854te.5c a1t7or5ty o<4er25'6 t7e CDE ta<oo> H714: 8r52ate 

a6'o4t5c54.Nof t7e B5'( .o(er'4 .567t 7a2e a<o1t Io(: for e%a.8#eN54 5t4e#f 8art of t7e 

8ro<#e.> E'#y <reaB5'6 t7e ta<oo 5' 81<#5c co'4t5t1te4 6e'15'e re454ta'ce>  

G2e' t7at 54 'ot e'o167: 7oAe2er: a4 atte4te( <y t7e #o'6 754tory of 1'41cce44f1# 
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B'oA#e(6e: a'( t714 re(1ce t7e 56'ora'ce 18o' A75c7 .o(er' 4o2ere56'ty (e8e'(4> Dor a cr5t5ca# 

t7eory of a't7ro8oce'tr5c r1#e: t7erefore: a /7&#,7# of CDE4 5ro'5ca##y 54 reK15re(: a'( 'ot ?14t a 
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5'te##56e't 8re4e'ce .567t <e 5'ferre(>a_
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ter. co..5t.e't of t7e B5'( t7at to (ate 7a4 <ee' 8o445<#e o'#y for e854te.5c a1t7or5t5e4: or 
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